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UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF OHIO
WESTERN DIVISION

Patricia A. Kahle,
Case No. 1:05¢cv756
Plaintiff,
Judge Michael R. Barrett
V.
Litton Loan Servicing LP,

Defendant.

ORDER
This matter is before the Court pursuant to Plaintiff's motion for class certification
(Doc. 34), Defendant’s motion for summary judgment (Doc. 44), and Plaintiff’s motion to
compel (Doc. 65). These motions are fully briefed and oral arguments were held on the
class certification and summary judgment motions on April 16, 2007.

l. Background Information and Facts.

Plaintiff filed this matter in state court on October 25, 2005. Defendants timely
removed to Federal Court on November 22, 2005. Plaintiff filed an amended complaint
alleging negligence (Count 1), Invasion of Privacy (Count Il), Breach of Duty of
Confidentiality (Count 1), Fraud (Count IV), Unauthorized Use of Computer (Count V) and
a violation of the Consumer Sales Practice Act (Count VI). Counts II-VI were dismissed
by the Court (Doc. 64) pursuant to a Stipulation of Dismissal filed by the parties (Doc. 63).
Thus, the only claim remaining is Plaintiff's claim of negligence.

Defendant Litton Loan Servicing LP (“Litton”) is a mortgage loan service provider

with its principal place of business in Houston, Texas. Litton maintains facilities in other
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cities, including Atlanta, Georgia. (Declaration of Jeff Roberts, dated September 28, 2006,
13-4 (“Roberts Decl.”)). On August 27, 2005 certain computer equipment valued at over
$60,000 was stolen from the Litton Atlanta office. The break-in set off the facility’s ADT
alarm system which notified police and a designated Litton contact who both responded.
(Id. 9[7-12). Included in what was taken during the theft were six unmarked hard drives, four
of which contained personal information of 229,501 former customers of Provident Bank,
including Plaintiff Patricia Kahle. (Id. §]24). Litton acquired the mortgage servicing rights
to some of these customers as well as other customers whose loans Provident no longer
owned or serviced. (Id. {[13-14).

Approximately four weeks after the break-in, Litton provided notice of the theft to
each person whose information was on the subject computer hard drives. The notice
informed each person of the type of information on the hard drive. The notice provided
information about a Federal Trade Commission website that could be of assistance; and
provided a toll free telephone number to call Litton with any questions. Additionally, the
notice stated:

We recommend that you place a fraud alert on your credit file. A fraud alerts

lets creditors know to contact you before opening new accounts or making

changes to your existing accounts. You may contact the three credit

bureaus at the numbers listed below to place a fraud alert on your credit file,
automatically and free of charge.
(Id. 15-16 and Exhibit A).

According to Litton, Litton’s facility can only be accessed by way of an electronic
keypass and has a security guard present during business hours as well as an alarm
system that is monitored 24 hours a day. The stolen equipment was housed in a locked

room to which only two employees had a key. (ld. §[5-6). Apparently the thief or thieves

2



Case 1:05-cv-00756-MRB  Document 85  Filed 05/16/2007 Page 3 of 14

threw a man-hole cover through a window. Plaintiff alleges that Litton was negligent in its
protection of this personal information. (See generally Amended Complaint, Doc. 13).
According to Plaintiff, the door to the room which housed the equipment was not secure
and although a key may have been needed, one could gain access by simply pressing
hard on the door. (Doc 67-10; Doc. 58-2, p35). Plaintiff also asserts that the theft may
have been an “inside job”. (Doc. 58, p12).

According to Litton, the stolen hard drives have several layers of security. First, the
hard drives must be arranged in one specific order in a server to access any information.
If the order is not accurate, the data may be corrupt and unuseable. (Roberts Decl. §22-
24). Second, the password for accessing the hard drives is held by only two individuals
who are still employed by Litton and is changed every six months. This password consists
of a non-dictionary readable string of over ten characters that is drawn from any of the 94
computer keyboard characters, resulting in more than 53,861,500,000,000,000,000
different possibilities. (Id. 20-21). Plaintiff, however, disputes this asserting that Roberts
testified that the password was only six characters long and that he did not know if it was
changed every six months. (Doc.58-2, p42-43). Further, Plaintiff argues that four people,
not two, including an outside vender had keys to the server room. (Doc. 58-2, p46-47).

The police conducted an investigation and Litton hired a private investigator who
also conducted an investigation. Neither were able to determine the person or persons
responsible. (Roberts Decl. §11-12). Plaintiff alleges Litton prematurely terminated the
private investigator.

Plaintiff did not place a fraud alert on her credit report as recommended in the letter
from Litton (Patricia Kahle Deposition, July 26, 2005 (“Kahle Depo.”) at 20, 63.
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Furthermore, Plaintiff has acknowledged that no unauthorized use of her personal
information has occurred since the theft' and that she has no knowledge of whether or not
any of her information from the hard drives has been accessed. (Kahle Depo. at 12, 63,
84, 88). Plaintiff does have her birth date and social security number on her drivers license
and she writes checks that contain her bank account number. (Id. at 29-31).

At some time prior to the theft, Plaintiff enrolled in a service through her Discover
credit card, for $2.99 per month, called Wallet Protection. This service allows her to call
one easily identifiable phone number to cancel all of her credit cards in the event they are
lost or stolen. At the time of her deposition, Plaintiff had not purchased any credit
monitoring services. (Id. at 23). However, approximately three weeks prior to her
deposition, Plaintiff called Discover and was informed that they offered a free 90-day
monitoring service. (ld. at 21). After the ninety days there is a monthly charge. Plaintiff
testified at her deposition that she “told them no,” she did not want the monthly service
after the initial free period. (Id. at 22). When asked “so you haven'’t paid them for the —
any additional moneys beyond what you’re paying for the Wallet Protection?”, Plaintiff
responded “Right.” (Id.) In direct conflict to her deposition testimony, Plaintiff filed an
affidavit in which she states the purpose is “to clear up any confusion relating to my
expenditure of money to protect my credit as a result of the theft of my personal
information...” in which she states that “in direct response to the theft, | added an additional

service under the Discover Card Wallet Protection Program to provide for complete three-

'Several years prior to the theft Plaintiff had a false charge appear on one of her
credit card bills and sometime in 2004 she lost her purse for twelve hours while on
vacation in Florida (Kahle Depo. at 10-15, 26).
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