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PART I:  
RESPONDENT’S STATEMENT AS TO FACTS 

 

A.  Overview 

1. David Ward.  Since he was given that name 44 years ago, he has likely shared it with 

others countless times.  Like all of us, he was given a name so that he could be identified by 

others, addressed by others, and distinguished from others. The very essence of a name is 

that it be shared with others, not that it be kept secret. 

 

2. Yet, for purposes of this appeal, the appellant and Canadian Civil Liberties Association 

(CCLA), in facta filed under the name of each counsel, argue that David Ward’s name, while it sat at 

Bell Sympatico, enjoyed a constitutionally protected privacy interest and, as such, the police were 

wrong to pierce that privacy without prior judicial authorization.  The thrust of their argument, or 

what they call the “central issue” on appeal, is not so much related to privacy inherent in a name and 
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address, but in what they say a name and address, connected to an internet protocol (“IP”) address, 

can open up to the police.  Drawing on Orwellian visions of police cyber stalking, the appellant says 

that the names and addresses of clients of internet service providers (“ISPs”) must be protected, lest 

the police “reconstruct” “electronic roadmap[s]” of the places where individuals have gone on the 

internet.1   

 

3. There is a fundamental flaw with this argument and it is grounded in the facts.  As we learned 

in Tessling,2 important constitutional issues involving technology must be considered on the 

basis of fact and fact alone.  Clairvoyant musings about what technology may permit one 

day is not the thing constitutional cases are made of.  The reality is that even if the police 

wished to create a cybernetic travel log for a specific individual, owing to the highly dynamic 

nature of IP addresses, there is simply no way to do so.  As the record demonstrates in this 

case, IP addresses are in a constant state of flux, so much so that when one connects to 

the internet in the morning, their assigned IP address may have changed before their coffee 

is finished.  The only way to attempt to reconstruct the electronic travels of a person is by 

seizing and searching their computer. There is no dispute in this case that seizures of 

computers require prior judicial authorization.  

 

                                                 
1 Factum of Ward, para. 20, Factum of CCLA, paras. 6, 10, 17-19. 

2 R. v. Tessling, [2004] 3 S.C.R 432 at para. 29.  See also: R. v. Gomboc, [2010] 3 S.C.R. 211 at para. 
40.  

4. A correct grasp of the technology substantially limits the parameters of the live constitutional 

issue before this Court.  Like anyone, the police can find an IP address on a public database and 

associate it to a particular ISP.  When the police go to the ISP in child pornography cases, all they can 
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glean from the ISP, if the ISP is willing to cooperate, is that at a particular moment in time, an IP 

address was assigned to a specific computer or wireless network and that computer or network is 

associated to a name and address.  As such, and properly understood, the “central issue” on appeal is 

whether linking an IP address at a specified moment in time, to a computer or network, which may in 

turn be linked to a name and address, attracts s.8 Charter scrutiny.  This is not the type of 

biographical core information that s.8 was designed to address.  While a person may well prefer that 

his or her name not be connected to an IP address at a moment in time, preferences, wishes and 

dreams do not rise to the level of s.8 protection.  A totality of circumstances might, but, as found by 

the trial judge in this case, those circumstances (including Mr. Ward’s contractual relationship with 

Bell) point away from any reasonable expectation of privacy.  This ground of appeal should be 

dismissed.  

 

5. As it relates to the Morelli issues raised by the appellant, and why he says the grounds in 

support of the search warrant were insufficient, with respect, it is the respondent’s position that there 

is no parallel between this case and Morelli.3  The grounds in support of the warrant were neither stale 

nor insufficient.  This ground of appeal should also be dismissed. 

 

6. The respondent accepts as substantially correct the facts reviewed in the appellant's factum, 

subject to the following important additions. 

 

B.  The Dynamic Nature of An Internet Protocol Address 

                                                 
3 R. v. Morelli, [2010] 1 S.C.R. 253 
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7.  An IP address is a unique identifier that is assigned by the ISP to a computer or wireless 

network. IP addresses are used by computers when on the internet.4  ISPs have large blocks of IP 

addresses assigned to them.  According to the Information to Obtain in this case, there are 4.3 billion 

IP addresses worldwide.  Through a publicly available search engine, it is possible to determine which 

IP addresses belong to which ISPs.   
Affidavit of Russ Doucet, Appeal Book, Tab 3, p. 3, paras. 3-3 

Information to Obtain, Appeal Book, Tab 2C, p. 42, para. 133 

 

8. IP addresses are highly dynamic in nature.  While they are assigned to an ISP, they are not 

assigned to clients of ISPs.  Instead, they are temporarily, often fleetingly, assigned to computers and 

wireless networks.  To which computer they are assigned has no rhythm and can change with no 

notice to the client.  As the defence computer witness, Russ Doucet, acknowledged in this case:  
  When a user wants to connect to the Internet, the ISP assigns an IP automatically, which lasts 

the duration of the Internet connection.  The next time that subscriber's equipment requests a 
connection to the Internet from the ISP, the IP address is unlikely to be the same. 

   

  Affidavit of Russ Doucet, Appeal Book,Tab 3, p. 3, para. 3 

 

9. During the cross-examination of Russ Doucet, he explained that an IP address is even 

susceptible to change while a computer is on the internet.  Using Mr. Ward's case as an example, the 

defence expert agreed that where it appeared that the computer associated to Mr. Ward and a specific 

IP address had only connected to a website containing child pornography for one second, this brief 

time could be accounted for by the fact that his IP address changed while his computer was on that 

website.   

                                                 
4For a good explanation of IP addresses and other relevant terms, see Barry B. Sookman, Computer, 

Internet and Electronic Commerce Terms: Judicial, Legislative and Technical Definitions (Toronto: Carswell, 
2010). 
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Cross-Examination, Russ Doucet, June 16, 2008, p. 42, ll.1-32, p. 56, ll. 14-16 

 

10. A linkage can be made between an IP address assigned to a specific computer or wireless 

network, at a specific moment in time, and the name of the account holder who is associated with that 

computer or wireless network.  To be clear, the connection between an IP address and a computer or 

network is time and date specific.  The defence expert agreed that based on this information, it is not 

possible to discover more personal internet information about a person, such as where they had 

banked the day before. Remember, 4.3 billion IP addresses are changing all of the time.   

Cross-Examination, Russ Doucet, June 16, 2008, p. 61, l. 24-p. 62, l. 17, p. 72, l. 11-p. 73, l. 12 

 

11. The dynamic nature of IP addresses supports why the police must be precise about time and 

date when they request customer name address information. For instance, in this case, one of the 

requests asked for information about the “customer name and address of account holder associated 

with IP address 69.159.6.125 used on June 16, 2006 between 06:09:24 (GMT) and 06:09:48 (GM)”.  

Based on the above, at 06:09:49 (GM), the IP address assigned to Mr. Ward’s computer (in Sudbury) 

may have been reassigned to another computer logging onto the Bell internet service in Newmarket, 

and Mr. Ward’s computer may have been reassigned an IP address from a computer of a Bell 

customer that just logged off the internet in Ottawa.   
Letter of Request For Account Information Pursuant to a Child Sexual Exploitation Investigation, 
Appeal Book, Tab 2D 

 
 

12. The fact that ISPs control the assignment of IP addresses to computers using their services, 

and IP addresses are dynamic in nature, is a commonly known and accepted fact.  Indeed, Bell clients 

(and perhaps others) are put on notice of this fact in the Bell Sympatico Service Agreement.  In the 
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one filed in this case, in effect on May 23, 2007, clients are told that IP addresses change each time 

their "DSL modem or system is powered off" or at any other time at the discretion of Bell Sympatico. 

In fact, the same paragraph in the Service Agreement tells clients that IP addresses are strictly the 

property of the ISP and may be changed or withdrawn at the sole discretion of the ISP.  

Bell Sympatico Service Agreement, Appeal Book, Tab 5B, p. 20 

C.  Mr. Ward's Collection of Child Pornography 

13. When the police executed the search warrant on the appellant's home on May 24, 2007, Mr. 

Ward was downloading child pornography from the internet.  In addition to the active downloading 

that was taking place at that time, his home computer screen contained numerous images of child 

pornography. 

Affidavit of Sgt. T. Burtt, Appeal Book, Tab 5, p. 1, pp. 2-3, Tab 5A 

 

14. A number of computers were seized from the appellant's home.  On one of those computers, 

36,517 images of child pornography were located.5  At the time the warrant was executed, this 

represented "by far the largest seizure of child pornography conducted by the Greater Sudbury Police 

since these types of investigations [began]". 
Report Prepared by Dan Zuliani, Appeal Book, pp. 38-49 

Transcript of Trial Proceedings, August 8, 2008, p. 6, l. 30-p. 7, l. 24 

 

15. On the same computer as that containing the images, there were 373 videos containing child 

pornography.6 The content of a representative sample of videos and pictures was described by an 

officer during the trial proceedings.  Generally, they depicted young boys with young boys and young 

                                                 
5 About 5,000 images were determined to be duplicate in nature.  
6 While at the trial proceedings there was a suggestion that 402 child pornography videos were located, 

the report filed as an exhibit (contained in the Appeal Book at pp. 50-72) suggests that there were 373 videos.  
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boys with adult men, performing a full range of sexual acts, including fellatio, masturbation, and anal 

intercourse.    

Transcript of Trial Proceedings, August 8, 2008, p. 15, l.4-p. 18, l.6 

 

                                                                                                                                                               
Transcript of Trial Proceedings, August 8, 2008, p. 8, ll. 19-20 - p. 19, ll. 13-25. 
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PART II:  
RESPONSE TO APPELLANT’S ISSUES 

 

A.  Overview 

16. Mr. Ward raises two issues.  He says that the police breached his s. 8 Charter rights 

when they received his name and address on a warrantless basis from Bell Sympatico.  It is 

the respondent’s position that, bearing in mind the totality of the circumstances, Mr. Ward 

had no reasonable expectation of privacy in his name and address and, as such, the police 

were not required to obtain a warrant prior to receiving this information.  Mr. Ward also 

complains that the grounds in support of the warrant executed on his home, authorizing the 

seizure of his computers, suffered from insufficient grounds related to whether he was in 

“possession” of child pornography. When read in context, neither of these complaints can 

withstand scrutiny. 

 

B.  Customer Name Address (“CNA”) 

i. PIPEDA Does Not Create Police Powers 

17. The appellant and CCLA argue that the Personal Information Protection and Electronic 

Documents Act (“PIPEDA”) does not create a new police search power.7  The respondent agrees. 

PIPEDA is nothing more than a legislative scheme governing the collection, use and disclosure of 

“personal information” in the hands of the private sector.   

 

                                                 
7 See generally, Ward Factum, paras. 15-17 and CCLA Factum, paras. 7, 23-28.    

18. In some situations, personal information held by a private entity may be shared with law 

enforcement without the knowledge or consent of the person to whom the information relates.  
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PIPEDA acknowledges this fact.  The relevant provisions governing disclosure to law enforcement 

are found within s. 7(3). While s. 7(3)(i) permits the disclosure of information where “required by 

law” (such as a court order), s. 7(3)(c.1)(ii) permits disclosure where, like in this case, a police officer 

requests information “for the purpose of enforcing any law of Canada ... [or for] carrying out an 

investigation relating to the enforcement of any such law ...”.  This provision is permissive and allows 

third parties to provide “personal information” to law enforcement when they are satisfied that doing 

so is consistent with s. 7(3)(c.1).   

 

19. This does not mean, though, that s.8 of the Charter becomes irrelevant.  As noted in The 

Personal Information and Electronic Documents Act: An Annotated Guide: “Only information that is 

of relatively innocuous nature will be collected by these means, since the collection of information in 

which the individual has a reasonable expectation of privacy would require the Charter protection of 

a warrant”.8  If information in the hands of a third party is s. 8 Charter protected, because it enjoys a 

reasonable expectation of privacy, then regardless of whether the third party is willing to provide that 

information to the police or not, barring exigent circumstances or some other warrantless search 

doctrine, it is acknowledged that Hunter v. Southam demands a judicial authorization. 
Hunter v. Southam, [1984] 2 S.C.R. 145 
R. v. Wilson, [2009] O.J. No. 1067 (Sup. Ct.), at para. 39 
R. v. Brousseau, 2010 ONSC 6753, at paras. 41-45 

 

                                                 
8 Stephanie Perrin et al., The Personal Information and Electronic Documents Act: An Annotated 

Guide (Concord, Ont.: Irwin Law, 2001), cited in Suzanne Morin, Updated: Business Disclosure of personal 
information to law enforcement agencies: PIPEDA and the CNA letter of request protocol, CBA National and 
Privacy Access Law Section Newsletter, p. 3.  

20. Moreover, if the third party is not willing to provide the information to the police, regardless 
of whether there is no s.8 protected privacy interest in the information, the police are required to get a 
warrant.  It is widely known that in the context of child exploitation cases, many ISPs are willing to 
provide the police with the names and addresses of subscribers who are connected to computers, that 
are, in turn, connected to an offending IP address. As noted by Suzanne Morin in a recent article 



 
 

−9− 

published in CBA National and Privacy Access Law Section Newsletter, an organization called the 
Canadian Coalition Against Internet Child Exploitation (“CCAICE”), brings together a number of 
Canadian ISPs (including Bell Canada) and law enforcement agencies (“LEAs”).   They have 
developed a protocol for dealing with requests for limited customer information.  In the context of 
these specific investigations, a “participating ISP, in response to an agreed upon template letter of 
request, will disclose to the requesting LEA the last known name and address of the account holder 
that was using a particular IP address at a specific date and time”. The fact that the ISP will provide 
CNA information in child exploitation cases without a warrant, yet demand a warrant in others, is 
neither here nor there in terms of a s.8 assessment.  
 

Suzanne Morin, Updated: Business Disclosure of personal information to law enforcement agencies: 
PIPEDA and the CNA letter of request protocol, supra, p. 1 
Letters of Request used in this case, Appeal Book, Tab 2D  

R. v. Brousseau, supra, at paras. 42-45 

 

ii.  PIPEDA Does Not Grant Section 8 Protection 

21. Just as PIPEDA does not grant police powers, nor does it grant individuals s. 8 protection.  

The legislatively stated “purpose” of PIPEDA is to govern the collection, use and disclosure of 

“personal information” in a way that a “reasonable person would consider appropriate in the 

circumstances”.  The need to set these rules up arises from this “era in which technology increasingly 

facilitates the circulation and exchange of information”.  The “personal information” protected under 

PIPEDA is broadly defined within the Act as: “information about an identifiable individual, but does 

not include the name, title or business address or telephone number of an employee or an 

organization”. 

PIPEDA, s. 2, “personal information”, s. 3 “Purpose”  

 

22. The definition of  “personal information” under s.3 stands in stark contrast to the definition for 

s.8 protected information explored later in this factum: a biographical core of personal information. 

As such, PIPEDA cannot be used as a tool to determine the scope of s. 8 privacy interests.  As noted 

by the Nova Scotia Court of Appeal in Chehil, whether a person enjoys a “reasonable expectation of 
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privacy” in information rests on an assessment of the totality of circumstances, unconnected to the 

scope of PIPEDA.  
R. v. Chehil (2009), 248 C.C.C. (3d) 370 (N.S.C.A.) at para. 23 

R. v. Ballendine, [2011] B.C.J. No. 838 (C.A.), at para. 74 

 

iii.  Section 8 of the Charter and Informational Privacy 

23. Section 8 covers territorial, personal and informational privacy. The debate surrounding CNA 

information is focused largely on informational privacy.  In the oft quoted passage from Plant, Justice 

Sopinka suggested that it is a “biographical core of personal information”, including that which “tends 

to reveal intimate details of the lifestyle and personal choices of the individual”, that is cloaked in s. 8 

protection.  In Tessling, Justice Binnie reinforced that Plant clearly established the proposition that 

“not all information an individual may wish to keep confidential necessarily enjoys s.8 protection”.  
R. v. Plant, [1993] 3 S.C.R. 281 at p. 291 

  R. v. Tessling, supra, at paras. 21, 25 

 

24. In order to determine whether information attracts Charter protection, a totality of 

circumstances approach must be applied.  Only after this approach is applied, and a reasonable 

expectation of privacy found, is a search warrant required.  Provided no reasonable expectation of 

privacy exists, a warrant is simply unnecessary. 
R. v. Edwards, [1996] 1 S.C.R. 128 at para. 45 
R. v. Patrick, [2009] 1 S.C.R. 579 at para. 26 
R. v. Tessling, supra, at para. 19 
Hunter v. Southam, supra 

 
 

iv.  The CNA Cases That Have Come Before 
 

25. Multiple courts have already ruled on the constitutional issue now facing this Court. In most 
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cases, no reasonable expectation of privacy has been found to attach to CNA information. Leaving 

this case aside, we have cases like Brousseau, Friers, McNeice, Vasic, Verge, McGarvie, Wilson, and 

Lo that have all concluded that there is no reasonable expectation of privacy attaching to CNA 

information.9  Some of the cases have relied heavily on the contractual terms of service of the ISP as a 

reflection of no objectively reasonable privacy interest, while others have found no reasonable 

expectation of privacy completely outside of those terms.  If the appellant is right in this case, then all 

of these judges must have been wrong.10  
R. v. Brousseau, supra, at paras. 4-48 
R. v. Friers, [2008] O.J. No. 5646 (Ct. Jus.) at paras. 21, 30 
R. v. McNeice, [2010] B.C.J. No. 2131 (B.C.S.C.) at paras. 49-50 
R. v. Vasic, [2009] O.J. No. 685 (Sup. Ct.) at paras. 54-55 
R. v. Verge, [2009] O.J. No. 6300 (Ct. Jus.) at paras. 33-40 
R. v. McGarvie, 2009 CarswellOnt 500 (Ct. Jus.) 
R. v. Wilson, supra, at paras. 32-43 
R. v. Ward, Ruling, Appeal Book, 14-37 

R. v. Lo, [2011] O.J. No. 4897 (Sup. Ct.) at paras. 42-47 

 

                                                 
9 While this issue was raised in R. v. Ballendine, supra, paras. 71-82, Frankel J.A., on behalf of the 

court, refused to decide the issue because of deficiencies in the record.  
10 Note that while the administrative structure for accessing subscriber information varies within the 

United States, the jurisprudence has recognized that there is no Fourth Amendment protection for this 
information: United States v. Perrine 518 F.3d 1196, 1204-1205 (10th Cir., 2008); United States v. Bynum, 604 
F.3d 162 at pp. 164-65 (4th Cir., 2010); United States v. Stults, 575 F.3d 834 at pp. 842-43 (8th Cir., 2009).  For 
a nice review of the American jurisprudence of this law prior to 2008, see Perrine at p. 1205. 

26. While a few lower court judgments have found a s.8 interest in CNA, it is worth noting that in 

both Kwok and Cuttell, both cited by the appellant in support of his position, neither trial judge had 

the benefit of any information about the contractual relationship between the accused and service 

provider.  As discussed later in this factum, the contractual relationship between the service provider 

and customer forms part of the totality of circumstances informing whether a reasonable expectation 

of privacy exists.  In Cuttell, Madam Justice Pringle made the following important observation: “[I]n 

a given case, it might well be that the contract between the subscriber and the ISP would lead to a 
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conclusion that there was no reasonable expectation of privacy in the subscriber's name and address”. 

 Cuttell and Kwok do not provide good parallels to this case.  
R. v. Cuttell, [2009] O.J. No. 4053 (Ct. Jus.) 
R. v. Kwok, [2008] O.J. No. 2414 (Ct. Jus.)  

R. v. Gomboc, supra 

 

27. In addition, the other case cited by the appellant and CCLA in support of their position, Re 

S.C., [2006] O.J. No. 3754 (Ct. Jus.), was overtaken later in the life of the case.  Indeed, the end result 

of S.C. is that it stands for the opposite conclusion than that noted by the appellant and CCLA.  While 

it is correct to say that Re S.C. demonstrates that a Justice of the Peace refused a search warrant on the 

basis of a finding of a privacy interest in CNA information, the warrant was later granted. As noted in 

the affidavit of Det. Cst. Purchas, filed in the court below, after the warrant was initially refused, a 

judge granted the application.11  Moreover, Madam Justice Molloy of the Superior Court of Justice 

found in the S.C. case, later indexed as R. v. Connor, that the warrant was “validly issued and that 

there was no breach of Mr. Connor’s rights with respect to obtaining his name and address from Bell 

Sympatico”. In her reasons on the s.8 voir dire, Molloy J. concluded that there is “no personal privacy 

interest in the name and address.  It is not protected by the law and it is not protected by the Bell 

agreements in place with the subscriber.”  As such, Re S.C. offers no support to the appellant and, in 

fact, is supportive of the respondent’s position.  
Affidavit of Christopher Purchas, Appeal Book, Tab 6 
R. v. Connor, [2009] O.J. No. 3828 (Sup. Ct.) at para. 3 

R. v. Connor, Ruling on Section 8 Voir Dire, unreported judgment, June 3, 2009, p. 2 

 

28. That leaves two recent Saskatchewan Court of Appeal judgments: Trapp and Spencer.  While 

                                                 
11Full disclosure of the earlier refusal was provided.  
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the majority in Trapp concluded that a reasonable expectation of privacy attaches to subscriber 

information, with respect, that conclusion appears to have been perhaps based on either a different 

factual record or  inaccurate  understanding of the potential use of CNA information linked to IP 

addresses. As noted in the majority judgment, the connection of an IP address to an individual enabled 

the police to “complete a history of his activity on that network” and “apparently this is but the 

beginning of what someone might learn of another if supplied with the identity of the person to whom 

an IP address is assigned”. It is on this understanding of the technology that the majority concluded 

that s.8 was engaged because it is, as they put it, “not about what the police did”, but “rather about the 

quality of this kind of information, namely the potential to reveal much about the individual, and the 

individual’s activity in the home”.  It is submitted that this understanding does not accord with the 

facts in this case and, specifically, the dynamic nature of an IP address and the limitations that result. 

The minority judgment in Trapp concluded that there was no reasonable expectation of privacy in 

CNA information.12  
R. v. Trapp, [2011] S.J. No. 728 (C.A.) at paras. 35-37 

 

 

                                                 
12 The reason it is a minority judgment, and not a dissent, is that the majority view was that, despite the 

reasonable expectation of privacy that attached to the CNA information, the police could take it from the ISP 
without a warrant because s. 487.014 of the Criminal Code permits such an approach.   

29. In the corresponding case of Spencer, the Saskatchewan Court of Appeal split again.  Justice 

Caldwell said that, by virtue of the contract between the ISP and client and the operation of PIPEDA, 

there was no reasonable expectation of privacy.  Justice Cameron resolved the case on the basis of the 

majority in Trapp.  Justice Ottenbreidt concluded that there was no reasonable expectation of privacy. 

 In other words, and unlike Trapp, the majority in Spencer concluded that, bearing in mind the 

contractual terms operative in the case, no s. 8 protection should be extended.  Spencer supports the 
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respondent in this appeal.  

R. v. Spencer, [2011] S.J. No. 729 

 

30. It is submitted that there is a significant, if not formidable, body of jurisprudence supporting 

the respondent’s position in this case. 

 
v.  The Totality of Circumstances - All of the Circumstances 
 

(a)  Overview 

31. As Justice Binnie noted in Tessling, privacy is a normative and not a descriptive 

standard.  As above, while there are three types of privacy interests deserving of protection, 

and these privacy interests may overlap sometimes, this case is about informational privacy. 

 Only where an individual enjoys a reasonable expectation of privacy does s.8 Charter 

protection attach. When it comes to informational privacy, Plant provided the first framework 

to assist with determining whether a reasonable expectation of privacy exists in information:  
  In fostering the underlying values of dignity, integrity and autonomy, it is fitting that s. 

8 of the Charter should seek to protect a biographical core of personal information 
which individuals in a free and democratic society would wish to maintain and control 
from dissemination to the state. This would include information which tends to reveal 
intimate details of the lifestyle and personal choices of the individual. 

 
R. v. Tessling, supra, at paras. 25, 42 

R. v. Plant, supra, at p. 293 

 

32. In Patrick, Justice Binnie emphasized that the assessment of whether a reasonable expectation 

of privacy is operative requires “close attention to context”.  A more nuanced framework for 

consideration of informational privacy was advanced in Patrick, suggesting an evolution from Plant 

and Tessling. The following considerations apply: 
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  ·  What was the subject matter of the evidence gathered by the police? 
·  Did the appellant have a direct interest in the contents? 

  ·  Did the appellant have a subjective expectation of privacy in the informational 
content of the information?  

·  If so, was the expectation objectively reasonable?  
 

To determine whether a subjective expectation of privacy is objectively reasonable, Patrick 

commends the following framework for consideration:  
  ·  What was the place where the search occurred?  

·  Was the informational content of the search in public view? 
·  Had the informational content of the subject matter been abandoned? 
·  Was the information already in the hands of a third party and, if so, was it the subject 

of an obligation of confidentiality? 
  ·  Was the police technique used intrusive of the privacy interest? 

·  Was the use of the evidence gathering technique objectively reasonable? 

  ·  Did the informational content expose any intimate details of the appellant’s lifestyle or 

information of a biographical nature?  

R. v. Patrick, supra, at paras.26- 27 

 

(b)  Putting the Patrick framework to work 

·  What was the subject matter of the evidence gathered by the police? 

33. As noted in Patrick, “it is essential at the outset to identify the subject matter of the alleged 

search”.  The subject matter here is CNA information.  It was simply the name and address of Mr. 

Ward. 

 

·  Did the appellant have a direct interest in the contents? 

34. Yes.  It was his name and address.  

  ·  Did the appellant have a subjective expectation of privacy in the informational 

content of the information?  
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35. It is acknowledged that the reasonableness of an individual’s subjective privacy 

interest is irrelevant at this stage of the analysis.  Questions about reasonableness only 

become relevant at the later stage of the inquiry, when looking into the objective 

reasonableness of a privacy interest.  While there is no direct evidence from the appellant 

that he thought he had a privacy interest in his name and address held at Bell Mobility, 

establishing this fact is not a “high hurdle” to meet.   

R. v. Patrick, supra, at para. 37 

 

36. In Patrick, Justice Binnie concluded that in a case that revealed information about 

activities in the home, an expectation of privacy will be presumed. Garbage reveals much 

about such activities (some of which may be intensely private) and, as such, Mr. Patrick was 

not required to testify in order to establish a subjective privacy interest.  Unlike garbage, 

connecting a name and address to an IP address tells us nothing about activities in a home, 

other than perhaps the fact that a person uses a computer.    

 

37. As it relates to his actual name and address, it is noteworthy that Mr. Ward had both of 

them listed in the 411.ca directory.  This is strong evidence that Mr. Ward is not too fussed 

about keeping his name and address private.  In these circumstances, and despite the very 

low hurdle, one is left to wonder whether Mr. Ward had a subjective expectation of privacy 

at all.  

Information to Obtain Search Warrant, Appeal Book, Tab 2C, p. 22, para. 103 
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  ·  If so, was the expectation objectively reasonable? 

38. Even if this Court were to conclude that Mr. Ward has a subjective expectation of 

privacy in his name and address, bearing in mind the totality of circumstances that follow, it 

is not an objectively reasonable privacy interest.   

 

- What was the place where the search occurred?  

39. The search took place through the exchange of faxes between the National Child Exploitation 

Coordination Centre (“NCECC”) and Bell Canada.  There was no physical search of the Bell offices 

or Ward’s home.  (At least no search of Mr. Ward’s home until a warrant was obtained.) The 

appellant had no privacy interest at the Bell offices. 

Letters of Request, Appeal Book, Tab D 

 

   - Was the informational content of the search in public view? 

40. The informational “content” of the search was, in fact, in public view.  As above, Mr. 

Ward was listed within the 411 directory and his name, address, and telephone number 

were available to anyone who wished to access them. 

 

- Had the informational content of the subject matter been abandoned? 

41. This criterion has no application to this appeal. 

 
  - Was the information already in the hands of a third party and, if so, was it the subject 

of an obligation of confidentiality? 
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42. In Gomboc, seven judges of the Supreme Court decided that a government Regulation, 

placing people on notice that their power utilities may disclose customer information to the police, 

unless they specifically request that this not occur, is a consideration relevant to the totality of 

circumstances.  The plurality determined that the Regulation was “one factor amongst many which 

must be weighed in assessing the totality of the circumstances”.  The minority determined that the 

existence of the Regulation was dispositive of any privacy claim and that it is not possible to find an 

objectively reasonable privacy interest in the face of such a Regulation.  

R. v. Gomboc, supra, at para. 32, 94 

 

43. Contractual or legislative criteria may have significant implications for the objective 

reasonableness of a privacy interest.  Most of the cases that have assessed the privacy 

interests in these issues have dealt with these contractual understandings and deemed 

them important in the final privacy analysis.  In this case, the contractual understanding 

between Mr. Ward and the ISP is critical to understanding the absence of an objectively 

reasonable privacy interest.  
R. v. Gomboc, supra, at para. 32 
R. v. McNeice, supra, at para. 50 
R. v. Vasic, supra, at para. 54-55 
R. v. Wilson, supra, at para. 41-43 

R. v. Lo, supra, at paras. 42-47 

 

Bell Sympatico Service Agreement (Appeal Book, Tab 5B) 
Clause 1: The client is warned that if they do not wish to be bound by the terms and 
conditions of the Service Agreement, they “may not access or use the Service”.  
 
Clause 2: The client is warned that they must not use the service in a manner contrary to an 
applicable law and must abide by Bell’s policies, including the Acceptable Use Policy 
(“AUP”) that contains “additional rules that govern your activity in connection with the 
Service”.  
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Clause 6: The client “agrees” that Bell has the right to monitor or investigate the use by the 
client of the network and to “disclose any information necessary to satisfy any laws … or 
other governmental request … as necessary …[emphasis added]”.13  

                                                 
13 Note that in the Updated: Business Disclosure of person information to law enforcement agencies 

article, this provision within the now Bell Internet Agreement is cited as Bell’s contractual authority to release 
CNA information.  

Bell Sympatico Acceptable Use Policy (“AUP”)  (Appeal Book, Tab 5B) 
 
Introduction: The client agrees to be bound by the AUP and any violation constitutes a 
violation of the Service Agreement.  
 
Clause 5: The client is “prohibited from” uploading, downloading or transmitting files which 
are “child pornography [emphasis added]”.  
 
Clause 11: The client is “prohibited from” transmitting, receiving, or retrieving any 
information that constitutes a “criminal offence”.  
 
Network/Security Clause: “Your Service Provider will offer full co-operation with law 
enforcement agencies in connection with any investigation arising from a breach of this AUP 
[emphasis added].” 
 
 
 
Bell Code of Fair Information Practices (Appeal Book, Tab 5C) 
 
Definitions: “personal information” is defined as information about an identifiable person.  As 
it relates to a “customer”, information includes “credit information, billing records, service 
and equipment, and any recorded complaints”.  
 
Principle 3, 3.1: Bell may “disclose personal information without knowledge or consent if 
seeking the consent of the individual might defeat the purpose of collecting the information 
such as in the … contravention of a federal or provincial law”. As well, Bell may disclose 
personal information to comply with a warrant.  
 
Principle 3, 3.6: The use of Bell by a customer constitutes “implied consent” for Bell to 
disclose personal information for all identified purposes.   
 
 
 
Bell Privacy Statement (Appeal Book, Tab 5D)  
 

“Personal information” is defined as being about an “identifiable individual”. Customer name 

and address is not included in the list of information.  
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44. It is submitted that the contractual review weighs heavily in the totality of 

circumstances pointing away from any objectively reasonable expectation of privacy in Mr. 

Ward’s CNA information held by Bell Sympatico.  While the appellant suggests that 

businesses “cannot contract out of their PIPEDA obligations”, this mischaracterizes the 

issue. If anything, PIPEDA is another factor for consideration in the totality of 

circumstances, supporting the position that Mr. Ward has no objectively reasonable 

expectation of privacy in his CNA information.  Even PIPEDA placed him on clear notice, by 

virtue of s. 7(3)(c.1)(ii), that disclosure was permitted by Bell in order for the police to carry 

out an investigation or enforce a law in Canada.   He was also on notice, by virtue of s. 

487.014 of the Criminal Code, that a warrant is not necessary in order for a police officer to 

ask for the “voluntary” provision of information “that the person is not prohibited by law from 

disclosing”.   R. v. McNeice, supra, at para. 43 

 

45. As found by the trial judge, the contractual terms with Bell point away from an 

objectively reasonable privacy interest in CNA information.  

 
- Was the police technique used intrusive of the privacy interest? 

 

46. The police technique involved faxing a letter to Bell and Bell faxing it back with the 

name and address included.  It is hard to imagine a less intrusive police technique. There 

was no interference with Mr. Ward’s personal or bodily integrity.  
R. v. Plant, supra, at p. 295 
R. v. Cuttell, supra,  at paras. 53-55 
R. v. Gomboc, supra 

R. v. Brousseau, supra, at para. 33 
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- Was the use of the evidence gathering technique objectively reasonable? 

47. Mr. Justice Binnie in Patrick explained that this question is meant to focus on whether 

the police technique would “have the potential to make social life in this country intolerable”. 

 Can it really be said that collecting the name and address of a person would make “social 

life in this country intolerable”?  This is a high test and, even in the context of the seizure of 

garbage, containing all manner of life secrets, including potential DNA, the Supreme Court 

concluded that the threshold had not been reached. It cannot be reached in this case.  

Indeed, it is reasonable to suggest that providing subscriber information, in order to address 

the “legitimate demands of law enforcement” in the context of such an insidious offence as 

the trafficking in child pornography, does, in fact, make social life in this country more 

tolerable. 
R. v. Patrick, supra, at para. 70 
R. v. Duarte, [1990] 1 S.C.R. 30 
R. v. Chehil, supra, at paras. 48-49 

R. v. Gomboc, supra, at para. 34 

 

  - Did the informational content expose any intimate details of the appellant’s lifestyle 

or information of a biographical nature?   

48. As noted above, the courts that have addressed this factor have been almost 

unanimous that a name and address does not engage a biographical core of information. 

Moreover, courts have repeatedly held, even outside of the ISP context, that the provision of 

customer name and address information, and the connection of that information to 

something else, does not trigger a biographical core of information. For instance, Canada 

Post connecting a name and address to a post office box in Stucky has been found 
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undeserving of protection.  The names and addresses of people connected to cell phones 

and telephone lines in Edwards and Brown (both decisions of Justice LaForme while still 

presiding as a trial judge), Hutchings, and Pervez have also been found undeserving of s.8 

protection.   
R. v. Brousseau, supra, at para. 32, 34 
R. v. Wilson, supra 
R. v. Stucky, [2006] O.J. No. 108 (S.C.J.) at paras. 14-15 
R. v. Brown, [2000] O.J. No. 1177 (S.C.J.) at paras. 30-33, 63-66 
R. v. Edwards, [1999] O.J. No. 3819 (S.C.J.) at paras. 33-9 
R. v. Hutchings (1996), 111 C.C.C. (3d) 215 (B.C.C.A.) at paras. 22-25 
R. v. Pervez (2005), 196 C.C.C. (3d) 521 (Alta. C.A.) at paras. 7-14 

Contra: R. v. Nguyen, [2004] B.C.J. No. 248 (S.C.J.) at paras. 20-25 

 

49. Courts have gone even further and found that information extending well beyond 

customer name and address does not engage a biographical core of information about the 

individual.  For instance, in Lillico, where a banking institution provided details to a police 

officer about the amount of a cheque deposited into a specific account, and the fact that 

there had been “significant activity” in the account following that deposit, Justice McCombs 

concluded that this did not “threaten” a biographical core of information.  This court agreed 

with that conclusion.  Citing from Lillico, and against a similar factual backdrop, the British 

Columbia Court of Appeal agreed in Quinn that certain banking information does not 

engage a biographical core of information about the individual.  
R. v. Lillico (1994), 92 C.C.C. (3d) 90 (Ont. Gen. Div.) at paras. 6-7, 12-13, upheld [1999] O.J. 
No. 95 (Ont. C.A.) at para. 3 

R. v. Quinn (2006), 209 C.C.C. (3d) 278 (B.C.C.A.) at pars. 82-92 

 

50. Even more recently in Chehil, the Nova Scotia Court of Appeal has concluded that 

the police looking at a passenger manifesto, with a view to identifying those traveling by 
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plane who may be carrying drugs, does not engage a biographical core of information. Nor 

does the provision of baggage information to the police, once they have identified a person 

of interest. In Plant, no biographical core of information was engaged in relation to electricity 

consumption records and in Tessling, there was no biographical core cloaking heat 

distribution information emanating from the home.14 
R. v. Chehil, supra, at paras. 34-57 
See also: R. v. Tan, [2010] B.C.J. No. 2830 (S.C.J.) at paras. 22-31 
R. v. Tessling, supra, at para. 19 

 

                                                 
14 Most recently, in R. v. Gomboc, supra, seven judges of the Supreme Court have determined that 

digital recording ammeter (“DRA”) information, measuring the electrical power flowing into a residence and at 
what times, does not reveal constitutionally protected information.   

51. The appellant and CCLA argue that releasing the subscriber information related to 

the IP address in this case revealed “considerably more about the Appellant than the 

disclosure of his name and address”.  As in the introduction to this factum, the respondent 

urges upon this court the correct factual underpinnings for understanding the constitutional 

issue at play.  As in Gomboc, privacy implications of “more evolved technology” should be 

decided when and if that occurs and only against a “comprehensive evidentiary record”.   
R. v. Tessling, supra, at para. 29 
R. v. Gomboc, supra, at para. 40 

 

 

52. For now, all the police can do is determine that an IP address (located on a public 

database) is connected at a specific date and time to a certain computer or wireless network 

and that computer or network is related to a name and address. It is incorrect to suggest 

that the link between an IP address and a computer (for a specific moment in time) gives 

the state a window into the internet travels of a person.  In fact, at its core, the CNA 

information doesn’t even tell the police that it was necessarily the subscriber who was using 
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the computer or network.  What if David Ward lived with 5 other people and they each used 

the same computer or network?  The provision of the subscriber information for that 

computer or network is hardly dispositive of who accessed the website at the exact moment 

and time.   

 

53. The CCLA raises this Court’s judgment in Harris as support for the fact that a “wealth of 

personal information” can be accessed once the police know an individual’s name.15  Read 

contextually, Mr. Justice Doherty’s judgment in Harris does not support the proposition that a name 

is prima facie private, even though it may be used to advance a further search of police records.  

Indeed, he notes the “considerable merit” in the Crown position that in some contexts a name will 

reveal little, if anything, of a personal nature about an individual. The difficulty in Harris, where the 

police conducted a record search following receipt of his name (ultimately resulting in his arrest and 

pat-down search), is that he was under detention at the time and, in essence, being asked to 

incriminate himself.  As such, there was a coercive quality to the police demand for his name and a s. 

8 protected search resulted. Harris has no application to the circumstances of this case.  

R. v. Harris (2007), 225 C.C.C. (3d) 193 (Ont. C.A.) at paras. 38-46 

 

54. Ultimately, the taking of CNA information did not expose any intimate details of Mr. Ward’s 

lifestyle or a biographical core of information.  

 

(c) Conclusion of the Totality of the Circumstances 

                                                 
15CCLA Factum, at para. 19. 
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55. Bearing in mind the totality of circumstances reviewed above, even if Mr. Ward had a 

subjective expectation of privacy in his CNA information, it was not objectively reasonable in 

the circumstances.  This ground of appeal should be dismissed. 

 

C.  Search Warrant for the Appellant’s Home and Computers 

i.  Overview 

56. The appellant suggests that since the Supreme Court of Canada's decision in Morelli, the 

Information to Obtain ("ITO") in this case can no longer be seen to furnish sufficient reasonable 

grounds necessary for the issuance of the warrant executed at Mr. Ward's home. It is the respondent's 

position that there is no parallel between this case and Morelli and that both pre-and-post-Morelli, the 

ITO contained more than sufficient grounds to permit the warrant to have issued.  The appellant's 

complaints about the adequacy of the ITO should be dismissed. 

ii. Deference to the Issuing and Reviewing Courts 

57. A reviewing court is not permitted to substitute its own view for that of the authorizing judge. 

 Even if a reviewing court determines that it would not have issued the warrant in the first instance, 

the sole question on review is whether the warrant could have issued.  On appeal to this court, not 

only is the issuing judge owed deference, but the trial judge is also owed deference. 
R. v. Garofoli, [1990] 2 S.C.R. 1421 at p. 1452 
R. v. Araujo, [2000] 2 S.C.R. 992 at paras. 51, 54 
R. v. Morelli, supra, at para. 40 
R. v. Ebanks, 2009 ONCA 851 para. 20, leave dismissed [2010] S.C.C.A. No. 84 

R. v. Grant (1999), 132 C.C.C. (3d) 531 (Ont. C.A.) at para. 18 

 

58. In order for a s. 487 Criminal Code warrant to issue, the judge or justice must be satisfied that 

there exist reasonable grounds to believe that evidence with respect to the commission of a named 
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offence is in the location to be searched.  "Reasonable grounds to believe" has been judicially defined 

on numerous occasions as a "reasonable probability", "reasonable belief", or the point where 

"credibly-based probability replaces suspicion".  Contrary to the appellant's position, there were more 

than ample credible grounds that established a reasonable possibility that child pornography would be 

located on Mr. Ward's computer(s).  
R. v. Morelli, supra, at para. 40 
R. v. Debot, [1989] 2 S.C.R. 1140 at p. 1166 
Baron v. Canada, [1993] 1 S.C.R. 416 

Hunter v. Southam Inc., supra, at p. 167 

 

iii. The Specific Complaints Raised by the Appellant 

59. The appellant makes two general complaints regarding the adequacy of the grounds contained 

within the ITO.  First he says that there were insufficient grounds to believe that the offence of 

possession of child pornography had been committed. Second he complains that the ITO lacked 

reasonable grounds that evidence of child pornography would be located in the appellant's home 

almost eleven months following the impugned activity.16   

 

60. While the appellant relies upon Morelli for both of these propositions, the difficulties noted in 

the majority judgment in Morelli are without parallel in this case.  In Morelli, the ITO in support of 

the impugned warrant was sought on the basis that a computer technician had seen nothing more than 

two internet links in the "favourites" menu on Mr. Morelli's computer, four months earlier, and prior 

to the computer being wiped clean and reformatted.  A 16-paragraph ITO was sworn in support of the 

search warrant (a copy of which is helpfully provided as an appendix to the judgment). The sole 

offence for which the warrant issued was possession of child pornography.  

                                                 
16See Factum of Ward, paras. 14, 42-48. 
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R. v. Morelli, supra, at para. 5, Appendix "A" to judgment 

 

61. The 185-paragraph ITO of then Det. Cst. Burtt in this case provides a stark contrast to the 

Morelli ITO.  In this case, the offences being investigated were both "possession" and "accessing" 

child pornography.  There was direct evidence that IP addresses linked to Ward’s computer not only 

accessed child pornography on three separate dates, but that images of child pornography had been 

"downloaded". 

Information to Obtain, Appeal Book, Tab 2C, pp. 24-27, paras.45-58, pp. 29-31, paras. 75-89 

 

62. The affiant carefully reviewed the nature of the images "downloaded".  He set out the nature of 

each image "accessed and downloaded" to the IP address associated to Ward’s computer on June 16, 

2006 and then the individual images "accessed and downloaded" on July 2 and July 6, 2006.17  He 

explained why each of the images constituted child pornography.  

 

63. Not only was the IP address associated to Ward’s computer, but Mr. Ward confirmed to the 

police, in advance of the application for the warrant, that he was the sole occupant of his home, that 

he had a computer, and that it did not have a wireless connection.  Quite simply, Morelli has nothing 

to do with this case.  

  Information to Obtain, Appeal Book, Tab 2C, pp. 26-58, paras.55-58, pp. 32-33, paras.95-99, pp. 

37-38, paras. 113-115 

 

64. In terms of the timing of the warrant, almost 11 months following events of accessing and 

                                                 
17See Information to Obtain, Appeal Book, Tab 2C, pp. 29-31, paras. 75-90. 
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downloading child pornography, the appellant suggests that the ITO did not provide grounds for why 

it was said that Mr. Ward's computer(s) would still contain child pornography. The appellant 

complains about the use by the affiant of "generalizations" about collectors of child pornography.  

Again, he suggests a parallel to Morelli, in the sense that the majority judgment warned against 

issuing judges relying upon generalizations about the habits of those who traffic in child pornography 

and, particularly, generalizations that may go to how long the offensive material may be kept by 

someone.  Again, the reliance on Morelli is misplaced. 

 

65. The comments of Mr. Justice Fish in Morelli about the habits of those who possess child 

pornography must be read in context.  Morelli is a case where, on the majority view, the police had 

virtually no grounds to support the issuance of the warrant.  Instead, they relied upon the "likely 

behavior of the accused".  It is in this context, where the sole grounds to support the warrant rested on 

the evidence about the propensities of certain "types of offenders", to hoard and copy illegal images, 

that Justice Fish’s comments must be observed. 
R. v. Morelli, supra, at paras. 69-71 

R. v. Ballendine, supra, at paras. 53-56 

 

66. Unlike Morelli, the strength of the grounds in support of the warrant in this case do not stand 

or fall on the basis of propensity evidence. To the contrary, the ITO contains strong grounds, entirely 

outside of the so-called propensity evidence, to provide reasonable grounds for why, almost 11 

months later, Mr. Ward would still have child pornography on his computer(s).  Unlike the Morelli 

ITO, in this case the affiant provided a detailed explanation about how electronic files, even when 

deleted, remain on a computer system for a long time.  The ITO includes information about computer 

forensic software programs that allow investigators to review "deleted" files and grounds for how 
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previously deleted files can be retrieved.  As such, not only was there sourced evidence about why it 

was said Mr. Ward possessed child pornography, there was sourced evidence establishing that even if 

he had tried to delete that evidence, it could have been forensically retrieved.18 Standing on their own, 

these grounds were sufficient to permit the warrant to issue 11 months later and, as such, the evidence 

regarding propensity is properly considered superfluous, could be severed, and the warrant would still 

have issued. 
Information to Obtain, Appeal Book, Tab 2C, pp. 43-44, paras.137-141 
R. v. Morelli, supra, at paras. 40-43 
R. v. Bisson, [1994] 3 S.C.R. 1097 at p. 1098 
R. v. Araujo, supra, at para. 51 
R. v. Ebanks, supra, at para. 28 

R. v. Ballendine, supra, at paras. 55-56 

 

                                                 
18This forensic evidence was particularly compelling given that the affiant explained his credentials at 

the outset of the ITO, detailing his extensive computer forensic training (Information to Obtain, Appeal Book, 
Tab 2C, pp. 14-15, paras. 4-5). 

67. Nonetheless, there was nothing wrong with the information provided by the affiant about his 

knowledge of "child pornography collectors".  At its core, the real complaint in Morelli, aside from 

the fact that the propensity evidence furnished the sole grounds for the search warrant, was the fact 

that there was no attempt to describe the expertise of the officers who provided the bald assertions of 

propensity. Those assertions are found in the Morelli ITO at paragraphs 12-13 and this Court is 

invited to consider them against what was provided in the ITO in this case at paragraphs 155-165.  

Unlike Morelli, in this case, the affiant based his comments on his own experience, his training 

(which was set out earlier in the affidavit), and information “from offenders involved in child 

pornography investigations that I have spoken to".   

R. v. Morelli, supra, at paras. 69-73 
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iv. Conclusion 

68. This case is not Morelli. There were more than ample grounds justifying the issuance of the 

warrant. 

 

D.  Section 24(2) 

69. The appellant suggests that if a s.8 breach is found, then the evidence of child pornography 

should be excluded under s. 24(2) of the Charter.  Not so.  

 

70. On the seriousness of the Charter infringing conduct front, it is the least serious breach 

imaginable.  If the police got it wrong here, and miscalculated that they did not need a warrant, so 

have a lot of trial judges.  In terms of the seriousness of the breach on Mr. Ward, it too is at the least 

serious end of the spectrum.  The police learned his name and address. They then, quite properly, got 

a warrant. If the warrant falls, the appellant concedes that there is no evidence of bad faith in this case. 

 In terms of the third Grant factor, the Court is invited to look back at paragraphs 13-15 of this 

factum.  Mr. Ward was a serious collector of child pornography.  This is a most serious offence.  

Excluding the reliable evidence will gut the prosecution.  The evidence should be admitted.  

R. v. Grant (2009), 245 C.C.C. (3d) 1 (S.C.C.)   
PART III  

ADDITIONAL ISSUES  

 

71. The Respondent raises no additional issues. 

 
PART IV  

ORDER SOUGHT 
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72. It is respectfully requested that the appeal be dismissed. 

 
ALL OF WHICH is respectfully submitted by 
 

 
 
Date: December 22, 2011      
        Michal Fairburn 

General Counsel 
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